Ballincollig Web Hosting
Acceptable Use Policy

Privacy Policy.

General Information

This statement is to be adhered by all personnel using services provided by Ballincollig Web
Hosting.

This statement is subject to be modified freely by the management, by reading this and signing
up as a client to Ballincollig Web Hosting you are agreeing to all in this statement and will
comply.

Failure to comply with this will result in termination of your subscription and/or legal action to
be taken.

We at Ballincollig Web Hosting take pride in our clients; we look after every client in the same
possible way the same way we do our servers. We therefore ask you to please comply with the
following articles and help us build a warm, friendly hosting environment.

Abuse towards our staff or our network staff will not be tolerated. If you use foul language,
threaten us, or do anything we find offensive, we may suspend and/or delete your account. Per
our payment policy we offer no refunds.

System and Network

The customer is responsible solely for any breaches of security affecting servers under the
customer's control. If a customer's account is involved in an attack on another server or system,
it will be immediately suspended and an investigation will begin. It is the customer’s
responsibility to rectify any damage done to the customer's server and any other requirement
affected by the security breach.

a. High-risk services, which are services, which tend to attract denial of service attacks,
are strictly prohibited. This includes, but is not limited to, IRC related services and
selling of shell accounts.

b. Interference with service to any user, host or network including, without limitation, mail
bombing, flooding, deliberate attempts to overload a system and broadcast attacks.

C. Forging of any TCP-IP packet header or any part of the header information in an e-mail
Or newsgroup posting.

d. Unauthorized monitoring of data or traffic on any network or system without express
authorization of the owner of the system or network.

e. Unauthorized access to or use of data, systems or networks, including any attempt to
probe, scan or test the vulnerability of a system or network or breach security or
authentication measures without express authorization of the owner of the system or
network.

At Ballincollig Web Host, we can guarantee a 99.9% uptime on our servers. This does not
include scheduled down times or system malfunctions.

Our server is a high end SUSE Linux System, running on an Intel(R) Pentium 4 CPU 3GHz
CPU and are stored in a highly secured data centre.

Our NS (Name Servers) are as follows:
1. NS1.BALLINCOLLIGWEB.COM
2. NS2.BALLINCOLLIGWEB.COM

Web Hosting Services

Ballincollig Web Hosting will only offer support for hosting and server related problems, you
will not come to us for support on web creating programs (e.g. Dream Weaver / Front Page
etc.)

Pornography websites are strictly prohibited on Ballincollig Web Hosts servers, if an
offending is found to have indecent images/movies they will be removed and appropriate
action taken.

MP3, WMA are not allowed on the servers, remember piracy is a crime. Ballincollig Web
neither support nor adhere to this and discourage all uploads with illegal files on our
servers; our servers are regularly checked for illegal files.

Ballincollig web hosting reserves the right to refuse, suspend our service without prior
notice.

Ballincollig Web Hosting reserves the right to terminate an account, with or without prior
warning or refund, if it is deemed that the hosting account is being misused or abused.
Ballincollig Web Hosting deems the right to change add or delete a package without prior



notice to clients.

Distribution of Viruses: Intentional distributions of software or anything that attempts to
and/or causes damage, harassment, or annoyance to persons, data, and/or computer
systems are prohibited. Such an offence will result in the immediate termination of the
offending account.

Anime websites are not allowed on our network. If an Anime website is found we will
terminate the account. These sites are not allowed on our servers because most of them are
illegal, and almost inevitably cause server problems.

Spam: Any client that is found to be using our services for distributing Spam or Bulk emails
will be permanently suspended and legal action will be put in place.

When you sign up for web hosting, the hosting is for personal use only; you will agree not
to provide hosting services for other persons while with Ballincollig Web Hosting.

Video File Hosting
Video hosting with Ballincollig Web Hosting is of course allowed on our servers, but we do
have very strict rule enforcements in place, these rules are outlined below:

a. Video files are required to be in zipped file (.zip .rar .ace).

b. Zipped files are not to be password protected; the reason being for this is that
we as the server owners do not know the content in the zip file. If we find that

a password protected zipped file is on our servers we will report it to the local
authorities and get the appropriate personnel to break into the file.

c. Copyright material and pirate videos are not allowed on our servers, if any are
found we will report to The Federation against Copyright Theft and the Gardai

Siochana (Irish Police Force).

d. Explicit material such as pornography is not permitted on our servers, we will permanently
suspend the account of an offending, and no refund or prior notice will be given, it is

outlined clearly in our AUP and PP.

Internet Etiquette

The customer is expected to be familiar with and to practice good Internet etiquette
(Netiquette). The customer will comply with the rules appropriate to any network to which
Ballincollig Web Hosting may provide access. The customer should not post, transmit, or
permit Internet access to information the customer desires to keep confidential. The
customer is not permitted to post any material that is illegal, libellous, and tortuous,
indecently depicts children or is likely to result in retaliation against Ballincollig Web Hosting
by offended users. Ballincollig Web Hosting reserves the right to refuse or terminate service
at any time for violation of this section. This includes advertising services or sites via IRC or
USENET in clear violation of the policies of the IRC channel or USENET group.

Child Pornography on the Internet

Our policy on child pornography is zero tolerance. Ballincollig Web Hosting will cooperate fully
with any criminal investigation into a Customer's violation of the Child Protection Act of 1984
concerning child pornography. Customers are ultimately responsible for the actions of their
clients over the Ballincollig Web Hosting network, and will be liable for illegal material posted by
their clients.

According to the Child Protection Act, child pornography includes photographs, films, video or
any other type of visual presentation that shows a person who is or is depicted as being under
the age of eighteen years and is engaged in or is depicted as engaged in explicit sexual activity,
or the dominant characteristic of which is the depiction, for a sexual purpose, of a sexual organ
or the anal region of a person under the age of eighteen years or any written material or visual
representation that advocates or counsels sexual activity with a person under the age of
eighteen years.

Violations of the Child Protection Act may be reported to Garda Confidential 1800 666 111.

Commercial Advertisements with E-mail

Ballincollig Web Hosting takes a zero tolerance approach to the sending of Unsolicited
Commercial E-mail (UCE) or SPAM over our network. Very simply, this means that customers of
Ballincollig Web Hosting may not use or permit others to use our network to transact in UCE.
Customers of Ballincollig Web Hosting may not host, or permit hosting of, sites or information
that is advertised by UCE from other networks. Violations of this policy carry severe penalties,
including termination of service.

Sending a message, especially an advertisement, to more than five recipients, is by itself
spamming unless the individuals have specifically requested to be added to a mailing list on that
topic. This includes commercial advertisements and informational messages sent to recipients
via electronic mail (email) as well as off-topic messages posted in Usenet discussion groups



where the recipient has not requested or invited the message. Mailing lists must be true opt-in
mailing lists. Before sending any email to a listed user, a confirmation email, with a tracking
number, must be sent to the new subscriber, to which they must respond with a confirmation
that they wish to be added to the list. You must keep these confirmations on file, so that in the
case that a Spam complaint is made against you, you have proof that the user did indeed optin.
In addition, you must provide at least one easy way to opt out; see the MAPS guidelines
(http://mail-abuse.org/rbl/manage.html) for details. Opt-out requests must be honoured
immediately.

E-mail is a person -to - person medium, not a broadcast medium.

Customers of Ballincollig Web Hosting are strictly prohibited from using or permitting others to
use UCE or SPAM over our network. As our Customers are ultimately responsible for the actions
of their clients over the Ballincollig Web Hosting network, it is advisable that Customers develop
a similar, or stricter, policy for their clients.

Violation of Ballincollig Web Hosting's SPAM policy will result in severe penalties. Upon
notification of an alleged violation of our SPAM policy, Ballincollig Web Hosting will initiate an
immediate investigation (within 48 hours of notification). During the investigation, Ballincollig
Web Hosting may restrict customer access to the network to prevent further violations. If a
customer is found to be in violation of our SPAM policy, Ballincollig Web Hosting may, at its sole
discretion restricts, suspend or terminate customer's account. Further, Ballincollig Web Hosting
reserves the right to pursue civil remedies for any costs associated with the investigation of a
substantiated policy violation. Ballincollig Web Hosting will notify law enforcement officials if the
violation is believed to be a criminal offence.

Privacy Policy

At Ballincollig Web Hosting we take your privacy very seriously. We comply with the Data
Protection Act of 1998. This can guarantee you that your personal information will be stored in a
secure central server, which the host masterlhas access to. It is encrypted with a 256bit
Encryption.

We will never pass your details to third party companies or bulk mail groups. You may receive
an occasional email from Ballincollig Web Hosting including server and hosting updates. We do
our best to keep these emails at a minimum.

IThe manager of the servers and chief executive of the company.

Contact Details

Postal Address —
(For postal mail only, no offices)

54 Castle Park,

Ballincollig,

Co. Cork

Ireland.

Telephone - +353 (0) 21 4580 933
Support - +353 (0)21 242 9610

Customer Services - +353 (0) 21 4580 933

Offices open from 12PM — 6.30PM Daily. Closed Sundays

Copyright Information

All information contained in this document is copyright Ballincollig Web Hosting, and may not be
reproduced in any way or form. All information on our website is correct at the time of writing
and is copyright Ballincollig Internet Services.

No images contained on the website of Ballincollig Web Hosting are useable without prior written
permission of the Host Master of the server.



